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17.0
Site Security
17.1
The laboratory is located within facilities of the State.  Security of the State facilities is the responsibility of the building manager and State contracted security and is subject to the security requirements of the weights and Measures department. The laboratory manager is responsible for security directly related to the laboratory and designates the specific duties of on-site security to the laboratory staff.  Security of the laboratory premises includes the following:

17.1.1
Locking laboratory doors, in specific areas, when not in use;

17.1.2
Securing all doors and perimeter at the close of the day;

17.1.3
Notifying building security of disturbances and suspicious activity as appropriate; 

17.1.4
Securing entrances to laboratory when disturbance during testing affects the measurement integrity;  and

17.1.5
Securing all areas where standards and equipment are stored or maintained.

17.2
Access

17.2.1
Access to and use of all measurement areas is controlled and defined by the technical manager.  The laboratory maintains the current access list as follows: (NOTE: Replace Area 1 and Area 2 with a specific measurement area and list the staff (laboratory or support) that has access to the specific area).

Access 




Staff
Area 1
Area 2
Computers

1
X
X
X

2

X
X

3
X
X


17.2.2
Laboratory building keys are given to administrative staff members and laboratory personnel.  Laboratory room keys are only given to laboratory personnel. 

17.2.3 Cleaning staff are only allowed supervised access to the laboratory during normal working hours.
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5.3  Accommodation and environmental conditions
5.3.1  Laboratory facilities for testing and/or calibration, including but not limited to energy sources, lighting and environmental conditions, shall be such as to facilitate correct performance of tests and/or calibrations.

The laboratory shall ensure that the environmental conditions do not invalidate the results or adversely affect the required quality of any measurement. Particular care shall be taken when sampling, tests and/or calibrations are undertaken at sites other than a permanent laboratory facility. The technical requirements for accommodation and environmental conditions that can affect the results of tests and calibrations, shall be documented.

5.3.2  The laboratory shall monitor, control and record environmental conditions as required by relevant specifications, methods and procedures or where they influence the quality of the results. Due attention shall be paid, for example, to biological sterility, dust, electromagnetic disturbances, radiation, humidity, electrical supply, temperature, and sound and vibration levels, as appropriate to the technical activities concerned. Tests and calibrations shall be stopped when the environmental conditions jeopardize the results of the tests and/or calibrations.

5.3.3  There shall be effective separation between neighbouring areas in which there are incompatible activities. Measures shall be taken to prevent cross-contamination.

5.3.4  Access to and use of areas affecting the quality of the tests and/or calibrations shall be controlled. The laboratory shall determine the extent of control based on its particular circumstances.

5.3.5  Measures shall be taken to ensure good housekeeping in the laboratory. Special procedures shall be prepared where necessary.

5.8  Handling of test and calibration items
5.8.1  The laboratory shall have procedures for the transportation, receipt, handling, protection, storage, retention and/or disposal of test and/or calibration items, including all provisions necessary to protect the integrity of the test or calibration item, and the interests of the laboratory and the client.

5.8.2  The laboratory shall have a system for identifying test and/or calibration items. The identification shall be retained throughout the life of the item in the laboratory. The system shall be designed and operated so as to ensure that items cannot be confused physically, or when referred to in records or other documents. The system shall, if appropriate, accommodate a sub-division of groups of items and the transfer of items within and from the laboratory.

5.8.3 Upon receipt of the test or calibration item, abnormalities or departures from normal or specified conditions, as described in the test or calibration method, shall be recorded. When there is doubt as to the suitability of an item for test or calibration, or when an item does not conform to the description provided, or the test or calibration required is not specified in sufficient detail, the laboratory shall consult the client for further instructions before proceeding and shall record the discussion.

5.8.4  The laboratory shall have procedures and appropriate facilities for avoiding deterioration, loss or damage to the test or calibration item during storage, handling and preparation. Handling instructions provided with the item shall be followed. When items have to be stored or conditioned under specified environmental conditions, these conditions shall be maintained, monitored and recorded. Where a test or calibration item or portion of an item is to be held secure, the laboratory shall have arrangements for storage and security that protect the condition and integrity of the secured items or portions concerned.


NOTE 1  Where test items are to be returned into service after testing, special care is required to ensure that they are not damaged or injured during the handling, testing or storing/waiting processes.


NOTE 2  A sampling procedure and information on storage and transport of samples, including information on sampling factors influencing the test or calibration result, should be provided to those responsible for taking and transporting the samples.


NOTE 3  Reasons for keeping a test or calibration item secure can be for reasons of record, safety or value, or to enable complementary tests and/or calibrations to be performed later.
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